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ABSTRACT

This paper presents the definition of crisis and the approaches of crisis manage-
ment, concentrating on the phases, key tasks and responses of corporate crisis
management applicable to the current pandemic, with a special focus on finan-
cial institutions. Beyond health protection, the main objective of corporate crisis
management during a pandemic is to maintain business continuity and improve
- or at least protect — a given company’s reputation and preserve its customer
base. The company needs to provide three types of response to a crisis: opera-
tional, management and communication responses. The current COVID-19 pan-
demic has changed banks’ operational risk portfolios, increasing the probability
of risk types such as cyber, outsourcing and fraud risks. Financial institutions
and other organisations need to improve their early warning systems to recognise
these threats in time.
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1 INTRODUCTION

The relevant literature on risk management distinguishes risk - i.e. events that
can be described by probability distributions — from uncertainty, which is beyond
our forecasting capabilities (Bélydcz, 2013). Most crises belong to the universe of
uncertainty; however, risk professionals and organisations still try to do their best
to enter this universe and predict the unpredictable. As a result, more and more
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events are transferred from the category of uncertainty to that of risk. The same
has happened with operational risks and crisis events.

Forty years ago, a pandemic like the current COVID-19 would have been catego-
rised as an uncertainty event. Today, the operational risk management teams of
financial institutions regularly evaluate the development of these scenario-level
risks and the possibility of preparing for them. Consequently, every bank now has
a pandemic scenario which serves to evaluate the possibility of a pandemic and its
impact on banking operations.

Managing scenario-level events — such as natural disasters, I'T system breakdown,
significant internal fraud, money laundering or a pandemic - is the responsibil-
ity and task of crisis management and business continuity management depart-
ments.

Talking about crisis and business continuity management in “peacetime” and
forcing the organisation to devote resources to crisis preparedness is a challeng-
ing task. However, if we start dealing with crisis preparation only when a crisis
arises, it is already too late to avoid financial, reputational and other losses.

The last two decades, with events such as the global economic crisis of 2007/2008
or the ongoing crisis caused by the COVID-19 pandemic, have provided a wealth
of experience and learning opportunities in crisis management.

It might seem ambitious to write about a current pandemic with scientific sophis-
tication whilst the crisis is still ongoing, but both the scientific community and
practitioners need information and analyses that can contribute to their efforts.

At the end of 2019 and in the first months of 2020, several scientific articles were
published on the topic, but they mainly approached the virus from a medical
point of view (Wei et al., 2020) or focused on the expected economic consequenc-
es in the countries concerned (Correia et al., 2020).

This article goes one step further and examines the issue from the perspective of
corporates and corporate crisis management. Although corporate risk manage-
ment can only handle the recent situation in accordance with the current govern-
ment measures, some practices and preparatory steps are still necessary in order
to avoid further damage.

The next chapter discusses the definition of crisis and the scientific approach to
crisis management. The third chapter deals with the issues addressed by crisis
management. In the fourth chapter, we discuss the tasks required in the three
phases of the crisis during the current pandemic situation, highlighting specific
aspects of the banking sector. In the fifth chapter, we concentrate on changes
in the banking operational risk portfolio caused by the current crisis. Although
the article contains interesting findings for companies in all sectors, we present



OPERATIONAL RISK MANAGEMENT IN THE SHADOW OF COVID-19

the topics outlined within a banking risk management and crisis management
framework.

2 CRISIS AND CRISIS MANAGEMENT

The term ‘crisis’ can be defined at various levels: at least at the individual, organi-
sational, national or social levels. Although the main characteristics of a crisis
and its processes show similarities at several levels, this paper focuses on the or-
ganisational level. Hendershott et al. (2015) define a crisis as an “unexpected val-
ue-destroying event.” Pearson and Clair (1998) consider the psychological, social-
political and technological-structural dimension of a crisis in creating a complex
definition: “An organisational crisis is a low-probability, high-impact situation
that is perceived by critical stakeholders to threaten the viability of the organisa-
tion and that is subjectively experienced by these individuals as personally and
socially threatening.” Bundy et al. (2016) conducted a review of the literature in
the most relevant management and communication journals and found that cri-
sis and crisis management are interdisciplinary subjects that cover the areas of
strategy management, organisational theory, organisational behaviour, public re-
lations and corporate communications. Based on their article, an organisational
crisis is “an event perceived by managers and stakeholders as highly salient, unex-
pected, and potentially disruptive.” This definition reflects an approach that holds
that, in the era of social media, an organisation can face a crisis at any time and
for no fundamental reason (Phillips, 2013).

The previously mentioned research provides evidence that the definition of a cri-
sis can derive from several theories or fields. Nevertheless, the different defini-
tions share some common points:

o The event happens suddenly, at least for some stakeholders. At an internal
fraud case, some leaders may realise the problem very early, but for other
stakeholders (customers, investors) it is a sudden event.

o The event threatens the financial situation or reputation of the organisation,
or at least some stakeholders may perceive it as a threatening situation. Social
media have reduced the capability of an organisation to protect its reputation
in the event of a crisis; however, at the same time, they also provide a new tool
and network for crisis management (Veil et al., 2011).

« Information has become public. In the case of Volkswagen — when emission
reports were faked and cars seemed more environmentally friendly than they
really were — the problem evolved into a crisis event only after it had become
public, regardless of the fact that an investigation by West Virginia University
pointed out the problem at least one year before (Bachmann et al., 2017).
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o The situation cannot be handled by normal organisational processes or
through normal communication activity.

If we categorize the operational risks based on probability-impact and couple
them with possible risk reduction/handling/avoidance measures, we can draw
the following:

Figure1
Operational risks and their handling

High probability

Improve
processes

High impact

Low impact

Crisis
management

No matter

Low probability

Source: own design

If we examine the organisational crisis events of the past few years that had a
serious impact on the capital and reputation of the institutions involved, we see
that most of them were high-impact/low-probability operational risks, such as
the Royal Bank of Scotland’s IT breakdown in 2012 (BBC, 2014), the political con-
flict between Russia and Ukraine, the terrorist attacks all over Europe, big inter-
nal fraud cases (Barings, Volkswagen) or natural catastrophes (e.g. the floods in
Europe in 2013).

If we look at the current pandemic, there is no doubt that it falls into the category
of crisis. By the end of August 2020, the epidemic had broken out in almost every
country, causing more than 24.7 million infections and 837,000 deaths (Johns
Hopkins, 2020). There is no doubt that it is a public, devastating event that re-
quires an immediate response; at the same time, though rare, it is affecting the
overall operation of companies, causing significant financial losses. In this case, a
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company can suffer reputational loss if its crisis management is of a lower stand-
ard than expected by stakeholders, or even fails.

After defining the crisis, our next goal is the examination of crisis management.
The purpose of corporate crisis management is to identify and manage situations
that threaten an organisation’s financial or reputational position. One of the best
summary studies is the work of Bundy et al. (2016), which classifies corporate
crisis management studies into two groups; namely researchers supporting exter-
nal approaches, and scholars who favour internal approaches. Authors with the
internal perspective emphasize the importance of corporate preparedness, lead-
ership during a crisis and organisational learning, while those taking the external
perspective see that successful crisis management lies in dealing with stakehold-
ers and approaching their expectations and therefore the social reception of their
crisis management efforts.

Crisis management in practice typically uses aspects and tools from both ap-
proaches, as shown in the following chapters.

3 SPECIFICATION OF A PANDEMIC SITUATION

As mentioned before, the current pandemic situation undoubtedly meets the
definition criteria of a crisis. Furthermore, it causes a crisis on all three levels -
social, corporate and individual - and is therefore a situation that requires crisis
management responses. The main parameters of previous influenza epidemics
are shown in Figure 2.

Figure 2
Flu pandemic history

1918 1968-69 2009
»Spanish flu” ,Hong Kong flu” »Swine flu”
- HIN1 - H3N2 - HIN1
* 20-50 million victims 1 million victims * 18,000
(mainly young adults) (mainly over 65) victims

1957-58 1997

,Asian flu” ,,Bird flu”

- H2N2 - H5N1

* 2 million victims * 352 victims

(mainly elderly people)

Source: own design (based on CDC 2020/a)
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Although it is not the purpose of this study to examine the economic and other ef-
fects of previous epidemics, we can conclude that COVID-19, unlike the epidem-
ics of the last 30 years, has not only local impacts, but also serious consequences
for all segments of the economy and society. In many cases, the epidemiological
measures themselves have negative economic and social consequences.

Crisis management actions and processes at social and governmental level are
regular topics of the daily press and scientific journals. Governments concentrate
on both the health crisis itself and the economic and social consequences of re-
strictive measures. In addition, individual crisis management — maintaining the
physical, mental and emotional health of citizens, and protecting individual or
family livelihoods - is also within the focus of government attention. The effects
of the pandemic can be particularly negative for already disadvantaged families,
which - in addition to struggling for a daily living — have greater difficulty access-
ing information and help in order to manage their individual crises. Bennett and
Carney (2015) identified two types of vulnerability: health and economic vulner-
ability. Reviewing previous cases of pandemics, they identified five main lessons,
one of which was the importance of protecting individuals who are vulnerable in
any way.

We know less about corporate crisis management. Some professional organisa-
tions and consulting firms (McKinsey, 2020) have issued recommendations that
can be used to compile a set of aspects that corporate crisis management should
consider in a pandemic situation. An American organisation, the Centers for Dis-
ease Control and Prevention, provides concrete risk assessment and management
tools and checklists for influenza pandemics (CDC, 2020). Both government
agencies and businesses can find tools and advice on their website. When ex-
amining these aspects, we analyse the responses that should be provided during
crisis management related to the pandemic situation. The ORX? - an operational
risk consortium in the financial sector — has organised weekly consultations for
its members during the current pandemic. The consultations provide an oppor-
tunity to share best practices all over the world. The next part of this article draws
mainly from this valuable source.

Before examining a given company’s responses, we analyse the strategic goals the
company may set in the current pandemic situation. In addition to immediate
and urgent health protection, the three most important objectives are:

3 ORXis the largest operational risk association in the financial sector. It was established in 2002.
ORX’s goal is to develop a global community of financial institutions and improve management
and measurement of operational risk (ORX, 2020d).
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« maintaining business continuity;
o protecting the customer base;
o preserving or even improving the company’s reputation.

The road to achieving all three goals leads through well-prepared and well-ex-
ecuted crisis management. The situation is exacerbated by the fact that the cur-
rent pandemic poses not only an operational risk for companies, but also market,
credit and strategic risks. The increased volatility in asset prices, the increase in
receivables and the significant decrease in demand for certain products and ser-
vices further burden market participants struggling to maintain their level of ser-
vice and to retain customers.

A company needs to be adequately prepared and able to respond to crisis situa-
tions in the following three areas:

o operational tasks and responses;
« management tasks and responses;

o communication tasks and responses.

Figure 3
Crisis management responses

Operational response

¢ Home office

¢ Protection of employees

A

Management Communication

response response

o Crisis Management * Internal
Committee communication

¢ Pandemic plan * External

communication

Source: own design
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3.1 OPERATIONAL RESPONSES TO THE PANDEMIC CRISIS

Operational responses can be summarized as the set of measures that a company
must perform in order to avoid or reduce operational risks which could lead to a
crisis event. During a pandemic, a company may face several types of operational
risks and scenarios. The most typical are:

o loss of key employees;
+ loss of alarge number of employees;
o loss of buildings (difficulty in approaching them).

Operational responses also include the implementation of various measures in
order to reduce health risks, such as the procurement and distribution of protec-
tive tools, masks and disinfectants.

In the case of the banking sector, the maintenance of liquidity management and
cash management are among the most important areas.

Accordingly, in the event of a pandemic, both during preparation and after an
emergency has occurred, the company needs to think through and answer a
plethora of questions.

3.2 Management responses to the pandemic crisis

The second group of corporate crisis responses comprises management respons-
es. A management response means putting together a strong, well-prepared, well-
informed and empowered management team that can make the necessary deci-
sions to reduce the negative economic and reputational impact of the crisis.

The management responses required in a pandemic situation are not much dif-
ferent from what is needed in any other crisis. The most important requirement is
the development of a pandemic plan, whose execution and - if necessary - modi-
fication is coordinated by the crisis management team.

3.3 Communication responses to the pandemic crisis

The third group of crisis responses comprises communication responses, includ-
ing both external and internal communication. With regard to communication,
we can also rely on the procedures that can be applied during crisis management:
providing one-stop communication, establishing new communication channels
or preparing communication templates.
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4 THE PHASES OF A PANDEMIC CRISIS

There is no consensus among researchers regarding the different phases of a crisis.
Alpaslan et al. (2009) distinguish between two phases of a crisis: the preparation
phase and the response phase. Bundy et al. (2016) define three phases: pre-crisis,
during the crisis, and post-crisis.

In this study, we use a three-phase approach to analyse corporate responses to a
pandemic situation.

Proper crisis management presupposes that the necessary measures are taken
both during the preparation period and the ongoing crisis, and that the crisis
management system - if necessary - is corrected after the crisis.

In most cases, similar steps are needed at each stage of crisis management, re-
gardless of the nature of the crisis. Now, however, focusing on the pandemic situ-
ation, the following table summarises the most important tasks that an organisa-
tion must consider at the different stages of crisis management in the event of a
pandemic situation. The following lists are based on the recommended content
elements of pandemic plans (Department of Enterprise, 2009) and the pandemic
protocol and current experience of a large Hungarian bank.

4.1 Pre-crisis

We consider the pre-crisis period as the most important part of the process in
terms of the options of a company in the case of an actual crisis. According to
the internal approach towards crisis management, the most important thing at
this stage is to develop crisis management procedures and train the crisis man-
agement team psychologically, with regard to both the procedures and commu-
nication. In contrast, the external approach emphasizes that the key to proper
crisis management preparation is getting to know the stakeholders, developing
communication channels with them and shaping their expectations (Bundy et
al., 2016). Taking both approaches into account, Table 1 lists the main steps that
need to be taken and thought through whilst preparing for a pandemic situation.
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Table 1
Pre-crisis activities

Internal perspective

« Appointment of a crisis management team with clearly identified
responsibilities

« Gathering information about past pandemics

o Budget plan for a pandemic crisis

» Working out a Business Continuity Plan (BCP)
— Identifying critical processes, employees, inputs
— Nominating and training deputies
— Establishing home office facilities

o Testing the BCP

« Revisiting the BCP regularly

External perspective

« Consulting with partners, suppliers and other stakeholders
— Considering the impact of suppliers’ outage

— Preparation of communication panels and channels

Source: own design

According to Table 1, it is clear that during pandemic preparations we cannot
survive without the development of internal processes and responsibilities and
the training of crisis team members. It is also evident that nurturing relation-
ships with stakeholders and finding and establishing suitable forms of coopera-
tion with them during the crisis are also of key importance. These preparative
measures may include the incorporation of crisis services into partnership agree-
ments, creating communication panels that can be used immediately in a crisis
situation, gathering the necessary telephone numbers and e-mail addresses, and
establishing good relationships with professional organisations and the media. In
a pandemic situation, the solution currently used by most companies is remote
working. However, as the suitable conditions for remote working require several
months of preparation and significant investment, not all companies have been
able to widely implement this solution in the past three months.

At the pre-crisis stage, the most important tasks in the banking sector are:

o preparation of BCPs for management to compensate for the loss of human re-
sources and potential loss of buildings due to quarantine (especially providing
branch services, cash supply and liquidity management);
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o procurement of health protection equipment;

o reviewing processes and running projects, and preparing for their re-plan-

ning or shutdown;

o continuous monitoring of the pandemic situation;

o preventive communication with stakeholders.

4.2 During the crisis

As mentioned earlier, by relying on pre-crisis preparatory steps, during the crisis
itself the organisation must address business continuity, crisis management and
leadership, as well as external and internal communication.

Table 2 summarizes the most important steps.

Table 2

Activities during the crisis

Operational
response

Internal perspective

® Revising BCPs
e Considering
operations during
the pandemic
(home office)
e Reviewing insurance
policies
e People management
— absenteeism policy,
— health protection
(cleaning,
psychological aid
etc.),
—travel policy,
—compensation
policy

Source: own design

Management
response

Internal perspective

Organising regular
Crisis Team meetings
— Decisions and

principals
Estimation of financial
impact of pandemic
Identifying strategic
consequences of the
pandemic

Kiils6 megkozelités

Considering changes
in service and
communication
channels

Communication
response

External perspective

Continuous
communication

with staff about
pandemic operations

Communication
with other
stakeholders
(clients, banking
associations,
supervisor,
media etc.)

In the current pandemic situation, this middle stage could also be divided into
several parts, as companies are also phasing out health measures in line with
government measures. Operational responses focus primarily on developing
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alternative internal operations. Management responses entail both making the

necessary decisions regarding internal operations and coordinating the changes

in relation to stakeholders. Communication at this stage of crisis management is

the most active both internally and externally. In a pandemic situation, commu-

nication and management responses are significantly influenced by government

actions and statements, and corporate crisis management can operate in accord-

ance with these.

At this stage, the most important tasks in the banking sector are:

o ensuring compliance with government measures (moratorium, restrictions);

o maintaining business continuity (e.g. shift work);

« protection of the health of workers and customers (installation of plexiglass
barriers in branches, distancing, disinfectants, masks, special cleaning provi-
sions, etc.);

« continuous external and internal communication.

4.3 Post-crisis

Researchers do not always consider the post-crisis phase as part of crisis manage-
ment, although at this stage we can learn from mistakes and prepare for the next
crisis.

Table 3
Post-crisis activities

Internal perspective

« Ensuring the recovery of previous operations
« Evaluation and, if necessary, modification

of the crisis management process
External perspective

 Repairing damage to social perception

Source: own design

According to researchers in favour of the internal approach, organisational and
individual learning (especially for managers) are the most important aspects at
this stage. On the other hand, supporters of the external approach emphasize the
importance of social perception and the efforts made to improve it. In the current
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pandemic situation, the post-crisis stage is especially important because, even
once crisis operation is over and we have returned to normal operation, we can
still expect to find ourselves in a similar situation again in the autumn. In light
of the foreseeable return of the pandemic, the sum of experiences and learning is
of crucial importance, making it easier to deal with the similar situation that will
follow. Therefore we need to divide the crisis experience into two parts: one part
can be integrated into normal operations (crisis-induced digital developments,
changes in the work schedule, etc.), while the other part can really help us to
survive the next crisis.

5 CHANGES IN OPERATIONAL RISKS IN THE BANKING SECTOR

Before focusing only on operational risks, it is important to highlight that the
pandemic situation in the banking sector raises not only individual, bank-level
risk, but also systemic risk. In addition, we see significant overlaps with market,
credit and even strategic risks. The present study focuses on changes in opera-
tional risks.

The pandemic situation entails a change in the corporate and banking opera-
tional risk portfolio. New types of risks emerge and require special attention and
treatment. It is worthwhile monitoring the changes in these risks, to count on
them, or even to change early warning systems so that we can filter out the risks
as soon as possible and thus prevent them from turning into losses.

Several institutions publish annually the results of surveys about the most sig-
nificant operational risks of financial institutions, such as ORX (ORX, 2020a) or
Risk.net (Risk.net, 2020).

Table 4
Top ten operational risks in banking (2020)

. IT disruption

. Data compromise

. Theft and fraud

. Outsourcing and third-party risk
. Resilience risk

. Organisational change

. Conduct risk

. Regulatory risk

. Talent risk

10. Geopolitical risk

O 0 N QN U1 v W N -

Source: Risk.net (2020)
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The list published by Risk.net for 2020 includes five risks that are worth high-
lighting here: geopolitical risk, resilience risk, outsourcing risk, fraud, and cyber
risk. According to a January 2020 survey, the risk created by COVID-19 ranks 10"
in the list, as part of geopolitical risk. Even then, experts predicted an economic
slowdown, falling asset prices and other emerging risks in the banking sector. At
that time, COVID-19 fitted into one risk type. Since then, however, the impact
of the pandemic has become much broader and has increased the probability of
almost all the listed risks.

Resilience risk appeared for the first time on this list among operational risks,
ranked 5™. Resilience here means how effectively a company can stand up and
continue to operate after a major crisis. As the direct crisis caused by COVID-19
and the consequent economic crisis affect all corporate and financial institutions,
the resilience of the organisation appears as a kind of selection aspect, a competi-
tive advantage. Therefore, resilience risk deserves an even more prominent place
on the list.

Outsourcing risk ranks 4" on the 2020 list. Relationships with partners will be
significantly transformed by the current pandemic, and whether partners will be
able to continue to operate in the event of a major workforce or building outage
will be considered of key importance. As a result, outsourcing risk will probably
also increase further compared to the January survey.

Third on the list is theft and fraud. This risk has long been one of the most sig-
nificant loss-generating operational risks. ORX, an operational risk management
professional organisation and data consortium of more than 6o banks world-
wide, provides weekly opportunities for its member banks to consult on COV-
ID-19 losses and applicable pandemic procedures. According to their survey, we
can expect an increase in losses in the banking sector in terms of both external
and internal fraud. The decline in discipline caused by remote working and the
economic crisis that has accompanied the pandemic could lead to an increase in
credit fraud and other forms of fraud (ORX, 2020b).

Cyber risk appears within the first two risks on the list (IT disruption and data
compromise). Increased working at home due to the virus, and the development
of vulnerabilities caused by rapid migration and remote work have significantly
increased the chances of cyber attacks and the consequent risks of data loss, data
theft or system downtime (Marsh & McLennan, 2020). Cyber criminals see the
upheaval, fear and altered functioning of COVID-19 as an opportunity and ex-
ploit it, with increased activity in the first two weeks of April, particularly in the
field of ransom viruses (Microsoft, 2020).

In addition, the chances of fines in the financial sector may increase because it
is not always easy to adapt to fast-changing regulations, whose interpretation in
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many cases is not clear, while non-compliance with the rules and possible defi-
ciencies in the treatment of customers may result in supervisory fines.

In the current phase of the COVID-19 crisis, banks are focusing on the individ-
ual risks of employees (psychological and mental health, effectiveness of stress
management) and people-related organisational risks (recruitment, retention of
skilled labour), which have increased significantly due to remote working (ORX,
20200C).

In order not to report solely on increased risks, we should also mention a risk
that, according to a survey by the Control Risk Group, explicitly fell during the
pandemic: the risk of kidnapping (Control Risk, 2020). Restrictions on free move-
ment and increased police presence have significantly reduced this threat.

6 CONCLUSION

The current pandemic situation caused by COVID-19 can be considered a crisis
situation at the individual, company and social level, and needs to be addressed
accordingly.

This article dealt with the approaches, tasks and stages of corporate crisis man-
agement, highlighting the special tasks of banking sector participants. Every
company is obliged to manage a pandemic according to its preparedness and cri-
sis management plan.

The importance of the final phase of crisis management, the learning phase, can-
not be over-emphasised, as it allows us to be prepared for a similar crisis situation.

In this case, it is predicted that we will not have to wait years for similar situa-
tions to occur, so we can immediately try out all the lessons learned in practice
and incorporate them into our plans. The lessons of the COVID-19 crisis need to
be broken down into two parts: one part should become part of normal operation
(i.e. home office, digitization, etc.), while the other part can improve our crisis
management processes.

Crisis responses and solutions sometimes include the possibility of another sub-
sequent crisis. The pandemic has contributed to many changes in the corporate
world, especially in banking and operational risk portfolios, and has amplified
some risks. Of the increased risks, special attention should be paid to cyber risk,
which - as a result of remote working and rapid IT developments - poses an even
greater threat than before.

As we are currently in the middle of an ongoing crisis, it is difficult to carry out
substantive research and analysis. However, because everything we are learning
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right now becomes immediately usable and can be incorporated into practice, we
cannot afford to wait for a clear and transparent situation.

Practitioners need help, guidance and forecasts right now, and rapid research can
make a significant contribution to their demands.
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